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Forwarding Packets in a Gateway Performing
Network Address Translation (NAT)

Related Application

The present application is related to the co-pending US Patent Application entitled,

"Network Address Translation in a Gateway", Attorney docket number: CSCO-005/2899,

Serial Number: UNASSIGNED
,
Filing Date: UNASSIGNED, assigned to the common

5 assignee ("Cisco Technology, Inc."), and is incorporated in its entirety herewith.

Background of the Invention

Field of the Invention

The present invention relates to gateways used in Internetworking Technologies, and

^0 more specifically to a method and apparatus for forwarding packets in a gateway performing

101^ network address translation (NAT).

%u .

m Related Art

O Gateways are often used to enable users at remote locations (e.g., at homes) to access

f[| different target systems (e.g., a computer system on a local area network). A gateway
sp

C3 provides the connectivity between remote systems (e.g., personal computers) at remote

15 locations with the target systems of interest to enable different network applications.

One of the common tasks performed by a gateway is forwarding (or routing) of

packets. In a typical situation, the gateway receives a packet on one port (e.g., from a remote

system) and forwards the packet on another port (e.g., to a target system). Forwarding usually

entails a route lookup operation in which a forwarding table is examined to determine the

20 specific port on which to forward a received packet. The forwarding task generally provides

the basic building block to inter-connect a large number of systems using potentially many

gateways.
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•

Another task performed by some of the gateways is network address translation

(NAT). NAT generally refers to substitution ofan address ("original address") in a received

packet with a new address. The substitution generally enables a system (either remote system

of target system) to be addressed consistent with the local addressing approach at both ends

of a communication path.

For example, a remote systemmaybe addressed by a local address at a remote location

and by an external address by a target system. A gateway performs the necessary substitutions

(i.e., from local address to external address when packets are transmitted from the remote

system to target system, and from external address to local address when transmitted in the

other direction) to allow communication between the two systems using different addresses.

Such substitutions also require a lookup operation, in which aNAT table is examined

to map the original address to the new address. For further details of many types ofNAT

implementations, the reader is referred to request for comment (RFC) 1661, available from

www.ietf.org, and is incorporated in its entirety herewith.

A prior gateway may employ separate searches associated with the forwarding and

NAT tasks. Multiple searches generally consume more time. The additional time requirement

may impede the throughput performance of a gateway, and may thus be undesirable. What

is therefore needed is a method and apparatus which enables a gateway to forward packets

quickly while supporting NAT.

A gateway device in accordance with the present invention determines both the NAT

information and forwarding information necessary to process a packet using a single search.

The NAT information is used to replace a original address in a packet with a new address

specified by the NAT information, and the forwarding information (either directly or

Summary of the Invention
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•
indirectly) specifies a port interface on which the packet is to be forwarded. By implementing

a single search operation to determine bothNAT and forwarding information, the number of

memoryaccesses maybe reduced, thereby potentially enhancing the throughput performance

ofthe gateway device.

In one embodiment, the gateway device comprises a service selection gateway

connecting multiple remote systems to multiple service domains. The service domains may

provide external addresses which are bound (mapped) to/from respective local addresses of

remote systems. TheNAT information specifies the respective bindings. Amulti-way content

addressable (CAM) indexed by source and destination addresses may be used to store the

NAT and forwarding related information.

In such an embodiment, the entire NAT and forwarding information may be

partitioned according to service domains such that the information from/to each service

domain is available in a single table. Each table may be stored in a separate CAM. By

partitioning the information, the size of each table may be kept small/manageable, thereby

keeping the access times (of information) low.

According to another aspect ofthe present invention, information related to multiple

service domains maybe stored in a single table if the accessible address space of the two

domains do not overlap (i.e., no common destination addresses in the upstream direction).

As a result, the number of tables (CAMs) required may be minimized.

Further features and advantages ofthe invention, as well as the structure and operation

ofvarious embodiments ofthe invention, are described in detail below with reference to the

accompanying drawings. In the drawings, like reference numbers generally indicate identical,

functionally similar, and/or structurally similar elements. The drawing in which an element

first appears is indicated by the leftmost digit(s) in the corresponding reference number.
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Brief Description of the Drawings

The present invention is described with reference to the accompanying drawings,

wherein:

Figure 1 is a block diagram illustrating an example communication environment in

5 which the present invention can be implemented;

Figure 2 is a flow chart illustrating a method in accordance with the present invention;

Figure 3 is a block diagram illustrating the internals of a service selection gateway

(SSG) in an embodiment of the present invention; and

Figure 4 is a block diagram illustrating the implementation of a substantially in

10 software according to an aspect of the present invention.

%u Detailed Description of the Preferred Embodiments

P 1. Overview and Discussion of the Invention

jLy A gatewaydevice implemented in accordance in with the present invention determines

s forwarding information (i.e., port to be forwarded on) and NAT mapping information (new
O

15%j address corresponding to a original address) using a single search operation. In one

^ embodiment described below, a single memory (e.g. , content accessible memory) stores both

C pieces of information necessary to process a packet in the form of single table, and only a

single memory access is required to determine both pieces of information. Due to such

retrieval in a single search and/or memory access, the performance throughput of a gateway

20 may be improved.

The invention is described below with reference to an example environment for

illustration. It shouldbeunderstood thatnumerous specific details, relationships, andmethods

are set forth to provide a full understanding ofthe invention. One skilled in the relevant art,

however, will readily recognize that the invention can be practiced without one or more ofthe

specific details, or with other methods, etc. In other instances, well-known structures or

operations are not shown in detail to avoid obscuring the invention. Furthermore the
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invention can be implemented in several other environments.

2. Example Environment

Figure 1 is a block diagram ofan example communication environment 100 in which

the present invention can be implemented. Communication environment 100 may contain

remote systems 1 10-A through 1 10-X, access network 120, SSG (service selection gateway)

150, and service domains 160 and 170. An embodiment ofcommunication environment 100

is implemented using Internet Protocol (IP), and further description is continued substantially

with reference to IP. However, various aspects ofthe present invention can be implemented

using other protocols also.

Each of the remote systems 110-A through 110-X is addressed by a local address,

unique at least when SSG 150 assigns the local addresses during the set up of the

corresponding PPP (point-to-point protocol) sessions. Only the details ofPPP as relevant to

an understanding ofthe example environment are described herein. For further details about

PPP, the reader is referred to request for comment (RFC) 166 1 , available from www.ietf.org,

and is incorporated in its entirety herewith. Computer systems (or any data processing

systems) are examples of the remote systems.

Remote systems 1 10-A through 1 10-X may be used to access the services provided

using target systems (e.g., 1 6 1 and 1 62 within service domain 1 60) in various service domains

160 and 170 as described below in further detail. Access network 120 provides the electrical

and physical interface consistent with the technology (e.g., remote access, Digital Subscriber

Line) used by the corresponding remote system. Access network 120 may be implemented

in a known way.

Service domain 160 may correspond to a corporate network, which can be accessed

byusers at remote systems 1 10-A through 1 10-X usingVPN service. Service domain 170may
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correspond to an Internet Service Provider (ISP). Each service domain typically contains

many target systems, even though only two target systems are shown in service domain 160

for illustration.

An embodiment ofSSG 150 enables each remote system to set up a PPP session and

access different services. SSG 150 performs a NAT operation and a forwarding operation

quickly. TheNAT operation is used in enabling such access. Accordingly, an exampleNAT

operation is described for illustration.

3. Illustrative Example

For illustration, it is assumed that a user wishes to access service domain 160 using

remote system 1 10-A (having a local IP address ofaddr-A). Using a known approach, service

domain 160 may assign an IP address of addr-T to remote system 1 10 for accessing service

domain 160. Addr-T represents a unique address at least in service domain 160. Similarly,

using anotherknown approach (e.g., during PPP session setup or evenmanuallybya network

administrator), remote system 1 10 is assigned a local address of addr-A.

SSG 1 50 maintainsNAT information indicating that the source address addr-A needs

to be translated into addr-T in the upstream direction (i.e., from remote systems to service

domains), and the destination address addr-T is to be translated to addr-A in the downstream

direction (from service domains to remote systems). The translated addresses (new addresses)

replace the original address (source address in upstream direction and destination addresses

in the downstream direction) in a packet, and the packet with the translated address is

transmitted by SSG 150.

The specific port ("transmit port") on which to transmit is determined by the routing

(or forwarding) information. Thus, in the upstream direction, the destination address (the

address ofthe target system) may determine the transmit port. The address (local or external)
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of the remote system may determine the transmit port in the downstream direction. Data in

the other fields may also be used, typically depending on the NAT approach employed.

The manner in which SSG 150 processes packets while performing NAT and

forwarding operations is described below. The approach is described first with reference to

a method and then with reference to an example implementation.

4. Method

Figure 2 is a flow chart depicting a method in accordance with the present invention.

The method is described with reference to Figure 1 for illustration. However, the methodmay

be performed in other environments as well. The method starts in step 201, in which control

immediately passes to step 210.

In step 210, a search utility to retrieve both NAT information and forwarding

information in a single search is provided. The search utility can be implemented in one of

several ways. In general, a search key is provided as an input to the search utility and the two

pieces of information (NAT and forwarding related) are determined/ retrieved/ received.

The search operation itselfmay involve one or more memory accesses depending on

the implementation ofthe search operation. In one embodiment described below, a content

addressable memory (CAM) is used to store both forwarding information and the NAT

information in the form of a single table. By providing the appropriate inputs to the CAM,

both pieces of information can be retrieved in a single access.

In step 220, a packet is received. In step 240, the NAT information and forwarding

information ( for the packet received in step 220) is retrieved in a single search. The data may

be retrieved byproviding a combination ofinformation (including, among others, one ormore

of source address, destination address, port number) depending on the specific
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implementation of SSG 150. The NAT information provides a new address for an original

address present in the packet. The forwarding information generally indicates the (port /

interface) direction in which the packet is to be forwarded.

In step 270, the new address determined in step 240 is substituted for an original

address present in the packet. Fields in the packet may be re-computed as necessitated by the

substitution. In step 290, the packet is forwarded according to the forwarding information

determined in step 240. Thus, using the method ofFigure 2 to a gateway device may process

packets. The description is continued with an embodiment of SSG 150.

5. Service Selection Gateway

Figure 3 is a block diagram illustrating the details of an embodiment of SSG 150 in

accordance with the present invention. SSG 1 50 is shown containing inbound interface 3 1 0,

service selector 320, per-service blocks 340-A and 340-B, and outbound interface 390. Each

component is described below in further detail.

Per-service block 340-A is shown containing forwarding and NAT block 350 and

forwarding and NAT table 355. Per-service block 340-B may also contain similar

components, but are not shown (and described) for conciseness. Accordingly, the description

ofper-service blocks is continued with reference to only per-service block 340-A.

In one embodiment, the forwarding andNAT blocks in the per-service blocks 340-A

and 340-B are implemented substantially in software (i.e., in the form of instructions

organized as routines). In such a case, the forwarding and NAT block may be shared by

different per-service blocks 340-A and 340-B. Alternatively, each of the blocks may be

implemented in the form of integrated circuits, usually to attain higher throughput

performance in the service selection gateways.
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In general, when throughput performance is of primary consideration, the

implementation is performed more in hardware (e.g., in the form of an application specific

integrated circuit). When cost is ofprimary consideration, the implementation is performed

more in software (e.g., using a processor executing instructions provided in

software/firmware). Cost and performance can be balanced by implementing SSG 150 with

a desired mix of hardware, software and/or firmware. The description is continued with

reference to each noted component of Figure 3 above.

Inbound interface 3 10 is shown receiving packets from three paths (125, 156 and 157

of Figure 1). Inbound interface 310 assembles each packet and forwards the packets to

service selector block 320. Inbound interface 310 provides the electrical and other protocol

interfaces necessary to receive packets from various paths, and may be implemented in a

known way. Outbound interface 390 is also described similarly, except that the packets

received from per-service blocks 340-A (reformatter 380)and 340-B are transmitted in the

outbound direction on the same three ports.

Each received packet contains a source address and a destination address. By using

NAT approach in accordance with various aspect of the present invention, one of the two

addresses (original address) is replaced with a new address as described below in further

detail. In addition, the manner in which the packet is to be forwarded is described below.

Service selector 320 determines the specific NAT table to use for each packet by

accessing service selection table 325. In an embodiment operating in the context of PPP

protocol, a local address is assigned to each remote system when a user establishes a PPP

session. Service selection table 325 is configured with (or otherwise has access to information

indicating) the specific service domains the user is entitled to access.

Thus, when a packet is received, the source IP address is examined to determine the
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specific services the user is entitled to access. The destination address in the packet is then

used to determine the specific one of the services to which the packet is to be forwarded to

(assuming a constraint that a user system can access only domains with non-overlapping IP

destination/external addresses at the same time).

Service selector 320 then selects one of the per-service blocks 340-A or 340-B (or

more specificallythe correspondingNAT table) depending on the determined service domain.

Assuming the determined service domain is service domain 160 and per-service block 340-A

is designed to process the packets related to service domain 340-A, service selector 320 passes

a received packet to per-service block 340-A.

Forwarding andNAT block 350 accesses forwarding andNAT table 355 to determine

the forwarding information and NAT information in a single access. Both types of

information may be determined in a single access as a single table is used to store the both

pieces of information. The implementation of forwarding and NAT table 355 generally

depends on the routing and/or NAT approaches employed. An example implementation of

forwarding and NAT table 355 is described below.

5. Forwarding and NAT Table

In an embodiment, forwarding and NAT table 355 is implemented using a multi-way

content addressable memory (CAM) widely available in the market place. As is well known,

aCAM refers to a memorywhich is addressable by its content (as opposed to a random access

memory in which each location is accessed by specifying the address of that location). In

addition, a multi-way CAM enables content to be searched using multiple components of

keys. Thus, the source IP address, destination IP address, forwarding information, NAT

information, and other information (depending on the implementation) may be stored in a

CAM, and when a packet is received, the appropriate contents of the packet are provided as

key(s), and the NAT information and forwarding information is retrieved.
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As may be appreciated, each forwarding and NAT block of Figure 3 stores the data

related to a single service domain or multiple service domains when the accessible address

space of the service domains do not overlap. Thus, with respect to Figure 1, SSG 150 may

contain two forwarding and NAT tables, with one table storing the forwarding and NAT

information related to all destination addresses accessible (by the remote systems) in service

domain 160, and another table storing the forwarding and NAT information related to all

destination addresses accessible in service domain 170. Each of the tables contains the

corresponding forwarding information (to and from the corresponding service domain) as

well. When the accessible address spaces ofthe two service domains do not overlap, the two

tables may be combined into a single table.

Thus, each remote system accessing different service domains will have an entry in

each of the forwarding and NAT tables corresponding to the accessed domains. The two

tables can be combined into a single table if the addresses spaces (accessible to remote

systems) of the two domains do not overlap.

Continuing with reference to SSG 150 of Figure 3, the multi-way CAM is designed

to be provided source and destination IP addresses as to components ofa search key, and the

CAM returns the NAT information (i.e., translation of the local address to external address

in the upstream direction and external address to the local address in the downstream

direction) and the forwarding information (either directly or indirectly the specific

interface/physical port on which the packet is to be forwarded). The packet is processed using

the returned information.

It should be appreciated that the contents and access of the CAM may need to be

designed differently depending on the NAT and forwarding approaches used. For example,

in some implementations ofNAT (described in RFC 2663 entitled, "IP Network Address

Translator (NAT) Terminology and Considerations", incorporated herein by reference in its
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entirety), it may be desirable to include the port number also as a part of the input and a new

port number also may be returned as the CAM output.

Once the NAT information and the forwarding information is received, NAT lookup

block 350 replaces the old address with the determined new address, and forwards the packet

according to the forwarding information retrieved from forwarding and NAT table 355. The

throughput performance of SSG 150 may be enhanced due to the availability ofNAT and

forwarding information in a single memory access.

Each component of SSG 150 described above may be implemented substantially in

hardware. However, any ofthe components may be implemented in a combination of one or

more of hardware, software and firmware. An embodiment implemented substantially in

software is described below.

6, Software Implementation

Figure 4 is a block diagram illustrating the details ofa gateway (e.g., SSG 1 50) in one

embodiment. SSG 150 is shown containing processing unit 410, memory block 420, storage

430, output interface 460, network interface 480 and input interface 490. Each component

is described in further detail below.

Output interface 460 provides output signals (e.g., display signals to a display unit, not

shown) which can form the basis for a suitable user interface for a user to interact with SSG

150. Input interface 490 (e.g., interface with a key-board and/or mouse, not shown) enables

a user to provide any necessary inputs to SSG 150. Output interface 460 and input interface

490 can be used, for example, to enable configuration ofSSG 1 50 to provide various features

of the present invention.

Network interface 480 enables SSG 150 to send and receive data on communication
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networks using protocols such as Internet Protocol (IP). Network interface 480 may

correspond to inbound interface 310 and outbound interface 390 of Figure 3. Network

interface 480, output interface 460 and input interface 490 can be implemented in a known

way.

Memoryblock 420 and/or storage 430 maybe referred to as a memory. Memory block

420 may receive instructions and data on path 450 from storage 430. Even though shown as

one unit, memory block 420 may be implemented as several units. One of the units may

correspond to a CAM storing the forwarding and NAT tables managed in accordance with

the present invention. As noted above, such storage enables the NAT and forwarding

information in a single memory access. Secondary memory 430 may contain units such as

hard drive 435 and removable storage drive 437. Secondary storage 430 may store the

software instructions and data, which enable SSG 150 to provide several features in

accordance with the present invention.

Some or all of the data and instructions (software routines) may be provided on

removable storage unit 440, and the data and instructions may be read and provided by

removable storage drive 437 to processing unit 410. Floppy drive, magnetic tape drive,

CD-ROM drive, DVD Drive, Flash memory, removable memory chip (PCMCIA Card,

EPROM) are examples of such removable storage drive 437.

Processing unit 4 1 0 may contain one or more processors. Some ofthe processors can

be general purpose processors which execute instructions provided from memory block 420.

Some can be special purpose processors adapted for specific tasks (e.g., for memory/queue

management). The special purpose processors may also be provided instructions from

memory block 420.

In general, processing unit 410 reads sequences of instructions from various types of

Page 14 of 22 CSCO-006/2879



memorymedium (includingmemoryblock 420, storage 430 andremovable storage unit 440),

and executes the instructions to provide various features of the present invention. Such

features include implementing a single search to determineNAT and forwarding information

and/or using the same table for bothNAT information and the forwarding information. Thus,

SSG 150 may be implemented substantially in software to process various packets received

from remote systems and service domains.

6. Conclusion

While various embodiments of the present invention have been described above, it

should be understood that they have been presented by way of example only, and not

limitation. Thus, the breadth and scope of the present invention should not be limited by any

of the above-described exemplary embodiments, but should be defined only in accordance

with the following claims and their equivalents.
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